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NERC Antitrust Compliance Guidelines 

General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear 
to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or 
among competitors regarding prices, availability of service, product design, terms of sale, division of 
markets, allocation of customers, or any other activity that unreasonably restrains competition. 

It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 

Antitrust laws are complex and subject to court interpretation that can vary over time and from one court 
to another. The purpose of these guidelines is to alert NERC participants and employees to potential 
antitrust problems and to set forth policies to be followed with respect to activities that may involve 
antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than 
the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal 
ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s 
antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 

Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from the 
following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference 
call,s and in informal discussions): 

• Discussions involving pricing information, especially margin (profit) and internal cost information,
and participants’ expectations as to their future prices or internal costs;

• Discussions of a participant’s marketing strategies;

• Discussions regarding how customers and geographical areas are to be divided among competitors;

• Discussions concerning the exclusion of competitors from markets;

• Discussions concerning boycotting or group refusals to deal with competitors, vendors, or suppliers;
and

• Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s
General Counsel before being discussed.

Activities That Are Permitted 
From time to time, decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. Decisions 



 

and actions by NERC (including its committees and subgroups) should only be undertaken for the purpose 
of promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a 
legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the 
matter during NERC meetings and in other NERC-related communications. 
 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 
 
In addition, all discussions in NERC meetings and other NERC-related communications should be within the 
scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within 
the scope of the published agenda for the meeting. 
 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry 
participant or group of participants a competitive advantage over other participants. In particular, decisions 
with respect to setting, revising, or assessing compliance with NERC reliability standards should not be 
influenced by anti-competitive motivations. 
 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

• Reliability matters relating to the bulk power system, including operation and planning matters such 
as establishing or revising reliability standards, special operating procedures, operating transfer 
capabilities, and plans for new facilities; 

• Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power system; 

• Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities; and 

• Matters relating to the internal governance, management, and operation of NERC, such as 
nominations for vacant committee positions, budgeting and assessments, and employment matters; 
and procedural matters such as planning and scheduling meetings. 
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Agenda Item 1.a 

DRAFT Meeting Minutes 
Compliance Committee 
February 10, 2016 | 10:45 a.m. Eastern  

Hyatt Regency Sarasota  
1000 Boulevard of the Arts 
Sarasota, FL 30326 

Janice B. Case, Chair, called to order the duly noticed meeting of the Board of Trustees Compliance 
Committee (BOTCC) of the North American Electric Reliability Corporation (NERC) on February 10, 2016, at 
approximately 10:45 a.m. Eastern, and a quorum was declared present.  

Present at the meeting were: 

Committee Members Board of Trustees Members 

Janice B. Case, Chair  Gerry W. Cauley, President and Chief Executive Officer 
Frederick W. Gorbet  Paul F. Barber 
David Goulding Robert G. Clarke 
Jan Schori  George S. Hawkins 
Roy Thilly  Kenneth G. Peterson  

NERC Staff 

Valerie Agnew, Senior Director of Reliability Assurance 
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 
Howard Gugel, Director, Standards  
Mark Lauby, Senior Vice President and Chief Reliability Officer  
Sonia Mendonça, Vice President of Enforcement and Deputy General Counsel 

Additional Attendees 

Maggy Powell, Exelon Corporation 

NERC Antitrust Compliance Guidelines 

Ms. Case directed the participants’ attention to the NERC Antitrust Compliance Guidelines. 

Minutes 

Upon motion duly made and seconded, the BOTCC approved the November 4, 2015, meeting minutes as 
presented at the meeting. 

Follow-up Regarding Action Items from Prior Meeting  

Ms. Case summarized key points from the December 16, 2015, and January 14, 2016, Executive Session 
meetings, as well as the February 9, 2016, Closed and Executive Session meetings. 
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Compliance Committee Self-Assessment Results  

Ms. Case summarized the results of the BOTCC’s self-assessment, provided as part of the agenda package, 
noting that the overall survey was above expectations and that given the evolving role of the BOTCC, this 
seemed like a very satisfactory result.  
 

Overview of Critical Infrastructure Protection Activities  

Mr. Lauby, Mr. Gugel, and Ms. Powell provided an overview of recent activities in the areas of Compliance 
and Reliability Standards development regarding version 5 of the Critical Infrastructure Protection 
Reliability Standards. They also noted a January 2016 technical conference hosted by the Federal Energy 
Regulatory Commission to discuss supply chain management at which Marcus Sachs, NERC Senior Vice 
President and Chief Security Officer, was a panelist.  
 

CMEP Annual Report  

Ms. Mendonça and Ms. Agnew discussed trends regarding noncompliance with Reliability Standards in 
2015, including risk assessment, self-identification, and mitigation of noncompliance. They also presented 
selected information from the 2015 ERO Enterprise Compliance Monitoring and Enforcement Program 
Annual Report provided as part of the agenda package.  
 
Adjournment  

There being no further business, and upon motion duly made and seconded, the meeting was adjourned.  
 

Submitted by, 

 
Charles A. Berardesco 
Corporate Secretary 



Agenda Item 3 
Compliance Committee 
Open Meeting 
May 4, 2016 

Compliance Guidance Implementation 

Action 

Update 

Background 

In May 2015, a Compliance Guidance Team (Team) was formed by the Member Representatives 
Committee (MRC), with support from the NERC Board of Trustees (Board), to consider 
approaches useful in providing guidance for implementing Standards, and develop a policy 
proposal for the purpose, development, use, and maintenance of this guidance. The Team 
drafted a Compliance Guidance Policy, which includes the development of the following: 

 Implementation Guidance that would provide examples for implementing a standard;
and

 CMEP Practice Guides that would provide direction to the Electric Reliabiltiy Organization
(ERO) Enterprise Compliance Monitoring and Enforcement Program (CMEP) staff on
approaches to execute compliance monitoring and enforcement activities.

At its November 5, 2015, meeting, the Board accepted the Compliance Guidance Policy and 
endorsed the following recommendations: 

 The Compliance and Certification Committee (CCC) will lead, with Standards Committee
(SC) support, a joint review of existing documents to submit to the ERO Enterprise for
endorsement;

 An SC review of Section 11 of the Standard Processes Manual (SPM) to determine whether
revisions should be considered;

 The CCC and SC, with ERO Enterprise CMEP staff, to conduct a joint review of measures
and Reliability Standard Audit Worksheets (RSAWs);

 Developing a CMEP Practice Guide on providing deference to endorsed Implementation
Guidance; and

 Developing a “one-stop shop” on the NERC website.

Update 

This update will include a status of the CCC’s actions, including: 

 Review of Existing Documents to Submit for ERO Enterprise Endorsement;

 The CCC’s process to pre-qualify organizations to submit proposed implementation
guidance (CCCPP-011-1)*;

 Review of Section 11 of the SPM; and

 Review of Measures and RSAWs.

This update will also include a status of the below items: 

http://www.nerc.com/pa/comp/Resources/ResourcesDL/Compliance_Guidance_Policy_FINAL_Board_Accepted_Nov_5_2015.pdf
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 Additional Currently Submitted Guidance 

 In addition to the five submitted by the CCC, there are currently 18 implementation 
guidances submitted for endorsement, which include the three recommendations 
from the Compliance Guidance Policy Team and submittals from the Midwest 
Reliability Organization (MRO) Standards Committee: 

o Lessons Learned and FAQs developed through the CIP Version 5 transition 
advisory group (10 submittals); 

o NATF CIP-014-1 Requirement R1 Guideline (1 submittal); 

o Determination and Application of Practical Relaying Loadability Ratings, Version 
1.0, June 2008 for PRC-023 (1 submittal); and 

o Six Standard Application Guides from the MRO Standards Committee. 

 Development of CMEP Practice Guide on Deference 

 ERO Enterprise’s CMEP Practice Guide on providing deference to endorsed 
Implementation Guidance has been completed and will be published on the NERC 
website. 

 The “one-stop shop” on the NERC Website 

 The NERC Standards department created a “one-stop shop” for Standards in the 
United States that can be accessed from the top link in the left navigation panel on 
the Standards website.  

 
Additionally, the NERC website now includes a page for Implementation Guidance and CMEP 
Practice Guides. Pre-qualified organizations should submit vetted Implementation Guidance to 
complianceguidance@nerc.net to be considered for endorsement. 
 
*Background materials attached 

http://www.nerc.com/pa/comp/guidance/Pages/default.aspx
http://www.nerc.com/pa/comp/guidance/Pages/default.aspx
http://www.nerc.com/pa/Stand/Standard%20Purpose%20Statement%20DL/US_Standard_One-Stop-Shop.xlsx
http://www.nerc.com/pa/Stand/Pages/default.aspx
mailto:complianceguidance@nerc.net
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Preface  

 

NERC Compliance and Certification Committee CCCPP-011-1 
Title: Criteria for Annual Regional Entity Program Evaluation 

Version: 1.5 Revision Date: 4/07/2016 Effective Date: 03/02/2016 
 

Summary 
The North American Electric Reliability Corporation (NERC) is a not-for-profit international regulatory authority 
whose mission is to ensure the reliability of the bulk power system (BPS) in North America. NERC develops and 
enforces Reliability Standards; annually assesses seasonal and long‐term reliability; monitors the BPS through 
system awareness; and educates, trains, and certifies industry personnel. NERC’s area of responsibility spans the 
continental United States, Canada, and the northern portion of Baja California, Mexico. NERC is the electric 
reliability organization (ERO) for North America, subject to oversight by the Federal Energy Regulatory Commission 
(FERC) and governmental authorities in Canada. NERC’s jurisdiction includes users, owners, and operators of the 
BPS, which serves more than 334 million people.  
 
The Compliance and Certification Committee (CCC) is a NERC Board-appointed stakeholder committee serving and 
reporting directly to the NERC Board of Trustees (Board) and is responsible for engaging with, supporting, and 
advising the NERC Board and NERC regarding all facets of the NERC Compliance Monitoring and Enforcement 
Program (CMEP), Organization Registration Program (Registration program), and Organization Certification 
Program (Certification program).  
 
In accordance with action taken by the NERC Board on November 5, 2015, the CCC was asked to play a lead role 
in developing tools and/or procedures that will promote a common understanding among the industry and ERO 
Enterprise Staff regarding how compliance can be achieved and demonstrated. Key to this effort is the 
development of Implementation Guidance, a stakeholder-driven means to develop examples of approaches to 
illustrate how registered entities could comply with a Standard that are vetted by prequalified organizations and 
endorsed by the ERO Enterprise.  
 
NERC will only consider requests for Implementation Guidance that have been vetted through one of several 
organizations that are “prequalified” to submit guidance for ERO Enterprise endorsement. Therefore, an 
organization that has not been prequalified can send a request to the CCC to be added to the prequalified list. This 
document outlines the process by which the CCC will receive and evaluate such requests.  

 

Revision History 
Date Version Number Comments 

January 11, 2016 1.0 
Working draft circulated to CCC Compliance Guidance Task 
Force for initial review and discussion 

January 25, 2016 1.1 
Working draft circulated to CCC Compliance Guidance Task 
Force for second review and discussion 

February 12, 2016 1.2 
Working draft circulated to CCC Compliance Guidance Task 
Force for third review and discussion 

February 25, 2016 1.3 
Working draft circulated to CCC Compliance Guidance Task 
Force for fourth review and discussion 

March 2, 2016 1.4 Document approved by CCC 
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Date Version Number Comments 

April 7, 2016 1.5 
Modification to process to remove pre-qualified 
organizations  
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Introduction 

 
In the capacity of a NERC Board-appointed stakeholder committee serving and reporting directly to the Board 
under a NERC Board-approved charter,1 as approved by FERC,2 and as set forth in the Rules of Procedure (ROP); 
the CCC will engage with, support, and advise the Board and NERC Board of Trustees Compliance Committee 
(BOTCC) regarding all facets of the NERC CMEP, Registration program, and Certification program. 
 
In accordance with action taken by the NERC Board on November 5, 2015, the CCC was asked to play a lead role 
in developing tools and procedures that will promote a common understanding among the industry and ERO 
Enterprise Staff regarding how compliance can be achieved and demonstrated. Key to this effort is the 
development of Implementation Guidance, a stakeholder-driven means for registered entities to develop 
examples of approaches to illustrate how registered entities could comply with a Standard that are vetted by 
prequalified organizations and endorsed by the ERO Enterprise.  
 
NERC requires that Implementation Guidance be vetted through one of the following prequalified organizations 
prior to being submitted to the ERO Enterprise for endorsement:  

 American Public Power Association (APPA); 

 Canadian Electricity Association (CEA); 

 Edison Electric Institute (EEl); 

 Electricity Consumers Resource Council (ELCON); 

 Electric Power Supply Association (EPSA); 

 ISO/RTO Council; 

 Large Public Power Council (LPPC); 

 National Association of Regulatory Utility Commissioners (NARUC); 

 National Rural Electric Cooperative Association (NRECA); 

 North American Generator Forum (NAGF); 

 North American Transmission Forum (NATF); 

 Northwest Public Power Association (NWPPA); 

 Transmission Access Policy Study Group (TAPS); 

 Western Interconnection Compliance Forum (WICF); 

 NERC Planning Committee (PC); 

 NERC Operating Committee (OC); 

 NERC Critical Infrastructure Protection Committee (CIPC); and 

 Regional Entity Stakeholder Committees. 
 
NERC will post and maintain the list on the NERC website. In order to be added to the list of “prequalified” 
organizations that are eligible to serve as a potential submitter of Implementation Guidance, NERC requires an 
organization to submit a request to the CCC. Each of the prequalified organizations are comprised of stakeholders 

                                                           
1 http://www.nerc.com/comm/CCC/Documents/CCC%20Charter%20Approved%20RR15-11-000.pdf 
2 http://www.nerc.com/files/Order_on_Comp_Filing_06.07.2007_CCC_VSL_Order.pdf 

http://www.nerc.com/comm/CCC/Documents/CCC%20Charter%20Approved%20RR15-11-000.pdf
http://www.nerc.com/files/Order_on_Comp_Filing_06.07.2007_CCC_VSL_Order.pdf
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that: 1) are actively involved in the various technical and policy operations of NERC, 2) have methods to assure 
technical rigor in the development process, and 3) possess the ability to vet content through its members. 
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Scope 

 
The CCC is responsible for reviewing and considering applications for organizations who desire to become a 
prequalified organization eligible to submit Implementation Guidance to the ERO Enterprise. The CCC Compliance 
Processes and Procedures Subcommittee (CPPS) will review and consider such applications.  
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Meetings 

 
In the absence of specific provisions in this document or the CCC Charter, all CPPS sub-committee meetings will 
follow Robert’s Rules of Order, Newly Revised. Actions requiring a vote by the members of the CPPS will be 
approved upon receipt of the affirmative vote of the majority of the voting members of the CPPS present and 
voting, in person or by proxy at any meeting at which three (3) or more members are present. 
 

Antitrust Guidelines 
All persons attending or otherwise participating in the CPPS will act in accordance with NERC’s Antitrust 
Compliance Guidelines at all times during the meeting. 
 

Open Meetings 
NERC committee meetings will be open to the public, except as noted below under Confidential Sessions. 
 

Types of Meetings 
Meetings may be conducted in person, by conference call, or other means. The procedures contained in this scope 
document will apply to all meetings regardless of how they are conducted. 
 

Majority and Minority Views 
All members of the working group will be afforded the opportunity to provide alternative views on an issue. The 
results of the CPPS actions, including recorded minutes, will reflect the majority as well as any minority views of 
the working group members. The Chair will communicate both the majority and any minority views in presenting 
results to the CCC. 
 

Actions without a Meeting 
Actions without a meeting are permitted in accordance with the provisions of the CCC Charter. 
 

Quorum 
A quorum for conducting business is 50% of the members listed on the current CPPS roster. If a quorum is not 
present, then the subcommittee may not take any actions requiring a vote of the CPPS; however, the Chair may, 
with the consent of the members present, allow discussion of agenda items. 
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Criteria for Approval 

 
As noted above, any organization that is seeking to be prequalified to submit Implementation Guidance to the 
ERO Enterprise will be evaluated based on the following criteria:  

 Is a known entity on the list of NERC registered entities, or in the alternative, represents a group of 
registered entities; 

 Is actively involved in the various technical and policy operations of NERC; 

 Has methods to assure technical rigor in the development process; and 

 Possesses the ability to vet content through its organization, providing a high level of confidence to the 
CCC that the Guidance has been fully vetted. 

 
The CCC will also take into consideration any characteristics and additional information of the applicant. 
 
The CCC is ultimately responsible for reviewing and considering any applications for organizations to become a 
prequalified organization. The CCC reserves the right to periodically review the list of prequalified entities and 
recommend to the ERO Enterprise whether to have specific prequalified organizations removed. In doing so, the 
CCC will submit to the ERO Enterprise a request to remove an organization, explaining the circumstances behind 
the request. Upon concurrence of the recommendation by the ERO Enterprise, any such removals must be 
approved by the NERC Board of Trustees. Section 5 outlines the application and review process, which will be 
subject to periodic review and modification as determined by the CCC.  
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Application and Review Process 

 

Submit Application 
An applicant must submit a completed application form (shown in Appendix A) to the CPPS to begin the review 
process. The CPPS will acknowledge receipt of the application within five business days of receipt and notify the 
applicant by electronic mail. 
 

Review Application 
The CPPS will review applications at its regularly scheduled quarterly meetings. The CPPS will review an application 
at its next regularly scheduled meeting if the application is submitted to CPPS more than 20 business days prior 
to the next regularly scheduled CPPS meeting. The CPPS will make a formal recommendation to the CCC at that 
time, which will be followed by formal action taken by the CCC. The CPPS will evaluate the applications in accord 
with the criteria outlined in Section 4. 
 

Notifying Applicant and ERO Enterprise 
The CCC Chair, or their designated representative, will notify the applicant of the CCC decision whether to add the 
applicant to the prequalified list. If the CCC approves the application, then the CCC will inform the ERO Enterprise 
and request the ERO Enterprise to modify the list of prequalified organizations and post on the ERO Enterprise 
website. 
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Administrative 

 

Review Period 
The Criteria for Approval in Section 4 will be reviewed by the CCC on an annual basis and modified as needed.  
 

Retention Management 
NERC’s records retention management policy will require that information and data generated or received under 
activities associated with this program be retained for a minimum of five years. If the information or data is 
material to the resolution of a controversy, the retention period for such data will not begin until after the 
controversy is resolved.  
 

Confidentiality Management 
NERC and the CCC will maintain confidentiality of all Confidential Information in accordance with Section 1500 of 
the ROP. Information deemed to be critical energy infrastructure information will be redacted and will not be 
released publicly. 
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Appendix A: Application to Become a Prequalified Organization 
Eligible to Submit Implementation Guidance for Potential 

Endorsement by NERC 

 
The NERC Compliance and Certification Committee determines whether an organization will be prequalified to 
submit Implementation Guidance to NERC for endorsement. 

 
Contact Person Details 

Title/Employer  

First name        Last Name        

Address       

City, State or Province       Zip Code or Postal Code       

Phone (daytime)       Mobile       

Email       

Name of Organization to be Applicant       
 
 
 

 

Description of Organization 
 
 

 
 
 
 
 
 
 
 

Member Details 
 

 
 
 
 
 
 
 
 

 
 

Use this space to provide profile information to describe general structure of the organization: 
 

Use this space to provide information about the organization’s members and why the members 
are impactful to NERC: 



Appendix A: Application to Become a Prequalified Organization Eligible to Submit Implementation Guidance for Potential 
Endorsement by NERC 
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Application 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Please send this form to the following location: 
Email: mailto:ComplianceGuidance@nerc.net  
 
 

Use this space to explain the reasons why NERC should consider this organization as a prequalified 
organization to submit Implementation Guidance to the ERO Enterprise.  
 
Explain how this organization includes stakeholders that possess the following characteristics: 

 Must be a known entity on the list of NERC registered entities, or in the alternative, 
represent a group of registered entities; 

 Is actively involved in the various technical and policy operations of NERC; 

 Has methods to assure technical rigor in the development process; and 

 Possesses the ability to vet content through its members, providing a high level of 
confidence to the CCC that an issue has been fully vetted. 

 
Explain the reasons the entity is unable to have one of the prequalified organizations vet its 
proposed Implementation Guidance: 
 

mailto:ComplianceGuidance@nerc.net


Agenda Item 4 
Compliance Committee 
Open Meeting 
May 4, 2016 

Coordinated Oversight of Multi-Region Registered Entities 

Action 
Update 

Background 
In 2014, the ERO Enterprise initiated the process of developing a comprehensive Coordinated 
Oversight Program (Program) for multi-region registered entities (MRREs). The Program is 
designed to improve efficiency for the registered entities that use, own, or operate assets in areas 
covering more than one Regional Entity’s territory and to increase consistency in compliance 
operations. 

Under the Program, Regional Entities coordinate their oversight responsibilities over MRREs by 
designating one or more Lead Regional Entities (LREs) to each MRRE or group of MRREs. The LRE 
has the responsibility to coordinate compliance monitoring, enforcement, and other activities 
among the Regional Entities and the MRREs involved. The LRE works collaboratively with the 
remaining Regional Entities, known as Affected Regional Entities (AREs), and informs NERC of all 
ongoing activities. The ARE’s responsibilities include coordinating and participating with the LRE 
in all aspects of CMEP activities. LREs and AREs execute a Memorandum of Understanding 
detailing the responsibilities of each Regional Entity with respect to inherent risk assessment and 
internal control evaluation, self-report and self-certification review, compliance audits and 
investigations, system events investigations, enforcement matters, and penalty collection and 
allocation, among other activities. NERC continues to oversee all coordinated activities. 

Additional information regarding the Program can be found here: 
http://www.nerc.com/pa/comp/Reliability%20Assurance%20Initiative/MRRE%20FAQ%20with
%20Notice%201-12-15.pdf.  

Status Update 
The ERO Enterprise has implemented the Program in phases to facilitate learning and process 
development. In Q1 2016, 146 entities that are registered on the NERC Compliance Registry (NCR) 
are participating in the program as MRREs. This number includes a Q1 2016 addition of one new 
MRRE group of nine NCRs with ReliabilityFirst as the LRE. ReliabilityFirst is the LRE for the highest 
number of MRRE NCRs, 56. The remaining Regional Entities acting as LRE breaks down as follows: 
Texas RE acts as LRE for 38 MRRE NCRs, SERC for 21, MRO for 20, WECC for 5, SPP RE for 4, and 
NPCC for 2.  

During 2016, the ERO Enterprise will continue to consider opportunities to refine the Program 
and to improve associated efficiency and consistency while also fulfilling obligations for 
implementation of the CMEP. In addition, there will be organized efforts to continue to provide 
outreach on the Program and to seek feedback from registered entities involved in the Program 
concerning any process improvements. Registered entities may request coordinated oversight by 
contacting either NERC at fahad.ansari@nerc.net or their Regional Entity.  

http://www.nerc.com/pa/comp/Reliability%20Assurance%20Initiative/MRRE%20FAQ%20with%20Notice%201-12-15.pdf
http://www.nerc.com/pa/comp/Reliability%20Assurance%20Initiative/MRRE%20FAQ%20with%20Notice%201-12-15.pdf
mailto:fahad.ansari@nerc.net?subject=Request%20for%20Coordinated%20Oversight


Agenda Item 5 
Compliance Committee 
Open Meeting 
May 4, 2016 

Critical Infrastructure Protection Implementation 

Action 

Update 

Background 

During 2016, NERC has focused on preparations that will enable the ERO Enterprise to fulfill its 
obligation of oversight, per the Compliance Monitoring and Enforcement Program (CMEP), for 
the CIP-014-2 Physical Security and CIP Version 5 Cyber Security Standards. 

Summary 

CIP-014-2 Outreach Activities 
NERC continues to work closely with the Regional Entities and industry representatives to address 
the effective implementation of CIP-014-2. As part of these activities, NERC and the Regional 
Entities are having on-site collaborative discussions with Registered Entities to discuss the 
progress of their physical security compliance activities.  

CIP-014-2 Compliance Oversight 
Monitoring and implementation outreach activities have been conducted with five Regional 
Entities while visiting with 17 responsible entities. These site visits have provided opportunities 
for meaningful dialogue regarding security measures and challenges for the implementation of 
CIP-014-2. A primary focus is to understand how industry stakeholders have developed security 
plans to mitigate risks of specific threats. These outreach visits have revealed remarkable 
progress in industry’s implementation of CIP-014-2.  

On March 15, 2016, the Regional Entities issued a CIP-014-2 self-certification that focused on R1, 
R2, and R3. The responses are due on May 2, 2016. To assist industry with completing the self-
certification, NERC conducted a CIP-014-2 self-certification webinar on March 17, 2016, which 
was attended by over 200 participants.  

Cyber Security Standards and Compliance Coordination 
NERC continues to work closely with the Regional Entities and industry representatives to address 
any issues prior to the enforcement date of CIP Version 5. As part of these activities, NERC is 
continuing to support effective industry coordination, standards development, and compliance 
assurance activities. 

January 2016: FERC Order 822 
On January 21, 2016, FERC issued an order on the Revised Critical Infrastructure 
Protection Reliability Standards. In its order, FERC approved seven CIP Standards (CIP-
003-6, CIP-004-6, CIP-006-6, CIP-007-6, CIP-009-6, CIP-010-2, and CIP-011-2). FERC also 
approved the Implementation Plan, violation risk factor assignments, violation severity 
level assignments, and the revised Glossary of Terms. In addition, FERC approved the 
retirement of CIP-003-5, CIP-004-5.1, CIP-006-5, CIP-007-5, CIP-009-5, CIP-010-1, and CIP-
011-1. 
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Finally, FERC directed NERC to make modifications to the CIP Standards and directed 
NERC to perform a study, as discussed below: 

 Modifications – FERC directs NERC to develop modifications to: 

 Address the protection of transient electronic devices used at Low Impact Bulk 
Electric System (BES) Cyber Systems; 

 Require protections for communication network components and data 
communicated between all BES Control Centers according to the risk posed to the 
BES; and 

 Revise the definition for Low Impact External Routable Connectivity. 

 Study 

 NERC must conduct a comprehensive study that identifies the strength of the CIP 
Version 5 remote access controls, the risks posed by remote access-related threats 
and vulnerabilities, and appropriate mitigating controls. 

 
Based on the date of the order, its publication in the Federal Register, and the 
Implementation Plan approved by FERC, the compliance date for the Revised CIP Version 
5 Standards is July 1, 2016. 

 
January 2016: Technical Conference: Supply Chain 
On January 28, 2016, FERC held its technical conference on Critical Infrastructure 
Protection for Supply Chain risks. Marcus Sachs, NERC Senior Vice President and Chief 
Security Officer, represented NERC on a panel. Over the course of the day, three panels 
that consisted of industry representatives, standards development bodies, cybersecurity 
experts, and representatives of the vendor community provided their expertise and 
viewpoints on securing the supply chain to FERC staff and the FERC Commissioners. 

 
Future work on supply chain management is pending FERC action following its technical 
conference. 

 
February 2016: FERC Post-Order 822 Meeting 
On February 17, 2016, the CIP Version 5 Revisions Standards Drafting Team co-chairs (Phil 
Huff and Maggie Powell) and NERC staff met with FERC staff to discuss Order 822.  
Additionally, the group discussed the proposed changes to the CIP Version 5 Standards 
that were identified by the CIP Version 5 Transition Advisory Group (V5TAG) and agreed 
to revisit the topic once a Standard Authorization Request (SAR) has been developed. 

 
February 2016: Order Granting Extension of Time 
On February 25, 2016, FERC issued its Order Granting Extension of Time for the CIP 
Version 5 Standards from April 1, 2016, to July 1, 2016, to alleviate potential burdens to 
the industry of complying with two versions of the CIP Standards.  

 
The extension defers the compliance date from April 1, 2016, to July 1, 2016, for a number 
of CIP Version 5 standards that are replaced by the enhanced versions, thereby ensuring 
these older standards will never become effective. Additionally, three additional active 
standards were also deferred until July 1, 2016. 
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April 2016: CIP V5 Standards Implementation Dates 
Since the original CIP Version 5 Standards were approved, there have been numerous 
modifications and updates.  To provide transparency and clarity around these dates, NERC 
issued a spreadsheet that outlines all of the compliance dates for each standard, 
requirement, part, and subpart of the CIP Standards. This document enables a consistent 
understanding of the applicable dates. 

 
April 2016: ERO Enterprise CMEP Staff Workshop 
During the week of April 4, 2016, NERC held a workshop with ERO Enterprise CMEP staff. 
Consistent with NERC’s goals to train and work toward better consistency within the ERO 
Enterprise, NERC held several training sessions during the workshop to highlight 
approaches developed collaboratively within the ERO Enterprise. 

 
July 2016: Self-Certification to CIP Version 5 
Since FERC deferred the implementation date of the CIP Version 5 Standards to July 1, 
2016, the May 2, 2016, self-certification to CIP Version 5 Standards has also been 
postponed to July 15, 2016. 

 

http://www.nerc.com/pa/CI/Documents/Copy%20of%20CIP%20Version%205%20Standards%20Implementation%20Dates%20-%20Final%20040416.xlsx
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Preface 
 
The North American Electric Reliability Corporation (NERC) is a not-for-profit international regulatory authority 
whose mission is to assure the reliability of the bulk power system (BPS) in North America. NERC develops and 
enforces Reliability Standards; annually assesses seasonal and long‐term reliability; monitors the BPS through 
system awareness; and educates, trains, and certifies industry personnel. NERC’s area of responsibility spans the 
continental United States, Canada, and the northern portion of Baja California, Mexico. NERC is the electric 
reliability organization (ERO) for North America, subject to oversight by the Federal Energy Regulatory Commission 
(FERC) and governmental authorities in Canada. NERC’s jurisdiction includes users, owners, and operators of the 
BPS, which serves more than 334 million people.  
 
The North American BPS is divided into several assessment areas within the eight Regional Entity (RE) boundaries, 
as shown in the map and corresponding table below.  
 

 
 
The North American BPS is divided into eight Regional Entity  boundaries. The highlighted areas denote overlap as some load-
serving entities participate in one Region while associated transmission owners/operators participate in another. 
 

FRCC Florida Reliability Coordinating Council 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst  

SERC SERC Reliability Corporation 

SPP RE Southwest Power Pool Regional Entity 

Texas RE Texas Reliability Entity 

WECC Western Electricity Coordinating Council 
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Introduction  
 
To supplement the annual Compliance Monitoring and Enforcement Program (CMEP) report, NERC provides the 
Board of Trustees Compliance Committee (BOTCC) quarterly1 reports that track a number of metrics to evaluate 
the success of the risk-based CMEP and identify any needed improvements.  
 
NERC is tracking, among other items, the timeliness of noncompliance mitigation, the percentage of violations 
that are self-identified, total number of Inherent Risk Assessments (IRAs) and Internal Control Evaluations (ICEs) 
conducted, use and trends related to streamlined disposition methods, and average age of noncompliance in the 
ERO Enterprise’s inventory.  
 
As discussed further below, through Q1 2016, the ERO Enterprise made substantial progress regarding the 
completion of mitigation activities. The number of instances of noncompliance discovered internally by the 
registered entity is consistent with the first quarter of 2015. REs continued to conduct IRAs and ICEs, in addition 
to using streamlined disposition methods for minimal risk issues. Lastly, the average age of noncompliance in the 
ERO Enterprise inventory remains well below the threshold. These metrics, among others, will continue to be 
tracked and reported throughout 2016. 
 

                                                           
1 This report focuses on the ERO Enterprise’s

 
CMEP activities conducted in the first quarter of 2016 (Q1 2016). 
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Mitigation Completion Status  
 
The ERO Enterprise actively tracks mitigation of noncompliance through Mitigation Plans and mitigation activities. 
NERC also conducts oversight of the Mitigation Plan processes and procedures to identify deficiencies and 
establish best practices.  
 
Through Q1 2016, mitigation has been completed for 55.96% of the instances of noncompliance discovered in 
2015, which is an increase from 38.29% at the end of Q4 2015. NERC Enforcement has set aggressive targets for 
mitigation of older violations in an effort to hasten mitigation completion for such violations.  
 
NERC closely monitors noncompliance for which mitigation has not been completed. The ERO Enterprise 
encourages all registered entities to submit timely and detailed certifications of completion of Mitigation Plans or 
mitigation activities. 
 

Table 1: Mitigation Completion Status 

Time frame 
Required 

Mitigation 
On-going 

Progress toward 
the goal 

Threshold Target 

2013 and Older 8537 79 99.07% 100% 100% 

2014 966 93 90.37% 85% 90% 

2015 747 329 55.96% 70% 75% 

 

   
 

Figure 1: Mitigation Completion Status by Discovery Year 
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As shown in Fgure 1, the benchmark reflects the total number of unmitigated noncompliance as of January 1, 
2016. The ERO Enterprise has made significant progress in completing 2013 and older mitigation activities, many 
of which were on hold for several years during the pendency of litigation involving federal entities.  
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Continued Progress Towards Self-Assessment and 

Identification of Noncompliance 
 
The ERO Enterprise monitors noncompliance discovery trends and promotes self-identification of noncompliance. 
The ERO Enterprise works to ensure that at least 70% of noncompliance in 2016 is discovered through internal 
methods. In 2015, registered entities self-identified 84% of the instances of noncompliance discovered that year. 
In Q1 2016, the registered entities self-identified about 91% of noncompliance internally.  
 
Registered entities’ ability to self-identify noncompliance allows for timely mitigation of such noncompliance, 
which in turn results in a more timely reduction of risks to the BPS. The ERO Enterprise continues to encourage all 
registered entities to develop internal processes that would allow them to promptly self-identify and mitigate 
instances of noncompliance. 
 
The figure below shows a gradual increase in the number of instances of noncompliance discovered internally by 
the registered entity versus externally by the ERO Enterprise from 2012 to 2015.  
 

 
 

Figure 2: Internal Discovery Increased in 2015 Compared With the Prior Year Rates 
 
The following figure shows that the Q1 2016 internal discovery rate is consistent with Q1 2015.  
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Figure 3: Q1 2016 Internal and External Discovery Rates Compared With the Prior Year 
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ERO Enterprise IRA and ICE Utilization 

 

The ERO Enterprise tracks the completion of IRAs and ICEs for registered entities. The purpose of these metrics is 
to demonstrate the ERO Enterprise’s progress in implementing this portion of risk-based compliance monitoring, 
as well as to represent effort by REs in assessing the myriad of risks posed to the BPS by a variety of registered 
entities. 
 
By the end of Q2 2016, each RE will develop a plan for completion of initial IRAs for all registered entities. REs will 
focus on conducting IRAs for Reliability Coordinators (RCs), Balancing Authorities (BAs), and Transmission 
Operators (TOPs) by the end of 2016. To support this goal, RE have completed 37 IRAs that are not related to the 
2016 audit schedule. 
 
In addition to focusing on IRA completion for RCs, BAs, and TOPs, REs continue to prioritize IRA completion for 
registered entities on the 2016 audit schedule and high-risk registered entities. At the end of this reporting period, 
there are 193 registered entities included on the 2016 audit schedule in the United States. Throughout the year, 
REs will update their audit schedules based on, among other things, possible changes in entity registrations, 
assessments of risks and decisions to change monitoring tools, and decisions to combine or separate audits 
involving Critical Infrastructure Protection (CIP) and Operations and Planning (O&P) scope areas, among other 
factors. The figure below shows that REs completed 95 IRAs for registered entities on the 2016 audit schedule, 
which represents 49% of registered entities on the audit schedule. The 95 IRAs include 35 IRAs completed in 2015 
and 60 IRAs completed in Q1 2016 for registered entities on the 2016 audit schedule. In addition, in Q1 2016, REs 
completed 37 IRAs for registered entities not on the audit schedule. 
 

 
 

Figure 4: 2016 Scheduled Audits vs. Number of IRAs Completed in Q1 2016 and in 2015 for 
Registered Entities on the 2016 Audit Schedule 

 
 



ERO Enterprise IRA and ICE Utilization 
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As of Q1 2016, REs have completed a total of 97 IRAs, which represents approximately 7% of registered entities 
in the United States and Canada.2 In 2015 and Q1 2016, REs completed approximately 400 IRAs. The ERO 
Enterprise continues to refine risk-based compliance monitoring processes and ensure their value in supporting 
the reliability of the BPS. To that end, the ERO Enterprise will continue to consider data, as necessary, and mature 
its analysis to track the utility of risk-based compliance monitoring activities. 
 
The REs continue to offer and conduct voluntary ICE activities as part of the risk-based CMEP. In 2016, the REs 
conducted 10 out of 11 ICEs requested. These ICEs were performed in conjunction with IRAs and audits completed 
in 2016.  

                                                           
2 The number of registered entities is based on the NERC Compliance Registry (NCR) at the end of the reporting period.  
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Coordinated Oversight of Multi-Region Registered Entities 

(MRREs) 
 
The coordinated oversight program is designed to streamline risk assessment, compliance monitoring, and 
enforcement for the registered entities that use, own, or operate assets in areas covering more than one RE’s 
territory.  
 
Under the program, REs coordinate their oversight responsibilities over multi-region registered entities (MRREs) 
by designating one or more LREs to each MRRE or a group of MRREs. The LRE is selected based on reliability 
considerations and the registered entity’s operational characteristics. The selected LRE works collaboratively with 
the remaining REs, known as Affected Regional Entities (AREs), and informs NERC of activities as appropriate.3  
 
The program was implemented in phases to facilitate learning and process development by the ERO Enterprise. 
As of Q1 2016, there are 1464 MRREs participating in the program. During 2016, the ERO Enterprise will continue 
to consider opportunities to refine the coordinated oversight program and to improve associated efficiency and 
consistency while also fulfilling obligations for implementation of the CMEP. Also, there will be organized efforts 
to continue to provide outreach on the coordinated oversight program and in particular to seek feedback from 
registered entities involved in the coordinated oversight program concerning any process improvements. 
 
Figure 5 represents the distribution of the 146 MRREs by participants, and Figure 6 represents the distribution of 
MRREs by registered function. The registered entities that opted to join the program are registered for various 
reliability functions in multiple regions. 

 

                                                           
3 Information on the Coordinated Oversight of MRREs Program is available at 

http://www.nerc.com/pa/comp/Reliability%20Assurance%20Initiative/MRRE%20FAQ%20with%20Notice%201-12-15.pdf.  
4 NCR numbers show the number of entities participating in the program. In previous quarters, the ERO Enterprise reported 162 MRREs 
based on LREs and AREs combined. This number included duplicative NCR numbers depending on the number of AREs participating for 
each NCR number. For this report, the ERO Enterprise removed duplicative NCR numbers and is only reporting unique NCR numbers. 
Therefore, the number of registered entities participating in MRRE by NCR number is 146. 

http://www.nerc.com/pa/comp/Reliability%20Assurance%20Initiative/MRRE%20FAQ%20with%20Notice%201-12-15.pdf
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Figure 5: Participants in the MRRE Program 

 

 
 

Figure 6: MRRE Distribution by Reliability Function
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Use of Streamlined Disposition Methods for Minimal Risk Issues 
 

Self-Logging Utilization 
The self-logging program5 allows participating registered entities to keep track of minimal risk noncompliance and 
their mitigation activities on a log that is periodically reviewed by the RE. Under the program, all properly 
mitigated minimal risk issues that the registered entity tracks on its log are presumed to be resolved as Compliance 
Exceptions. As of March 31, 2016, 52 registered entities are self-logging.6 Figures 7 and 8 below, respectively, 
show that seven out of eight REs have registered entities participating in the self-logging program,7 and the 
registered entities that have been approved for self-logging represent nearly all of the reliability functions.  
 

 
 

Figure 7: 52 Registered Entities Are Self-Logging 
 

                                                           
5 See ERO Enterprise Self-Logging Program. 
6 There were a few registered entities that were deregistered from the NCR while other new registered entities were added, increasing the 
overall number of self-logging entities. Many of the registered entities currently in the self-logging program are carry-overs from the pilot 
programs. 
7 One of the ReliabilityFirst entities in the program logs noncompliance associated with activities in the SPP RE footprint as well. Currently, 
there are no registered entities self-logging at FRCC; however, FRCC has received one formal request from a registered entity that is being 
processed. FERC’s approval of the self-logging methodology in November 2015 may have delayed or reduced applications. NERC will 
perform a review of the self-logging program in 2016 and expects to consider whether there are any barriers to increased levels of 
participation in the program. 

MRO, 6

NPCC, 13

RF, 9

SERC, 7

SPP, 1

Texas RE, 11

WECC, 5

Total Registered Entities Self-Logging by Regional Entity

http://www.nerc.com/pa/comp/Reliability%20Assurance%20Initiative/ERO%20Enterprise%20Self-Logging%20Program.pdf
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Figure 8: Reliability Functions Represented by Registered Entities That Self-Log 

 

Trends in Compliance Exceptions and Find, Fix, Track, and Report  Issues 
As outlined below, the ERO Enterprise has appropriately treated noncompliance posing minimal and moderate 
risk as Compliance Exceptions and Find, Fix, Track, and Report (FFT) issues, respectively. In Q1 2016, out of 207 
instances of noncompliance posing a minimal risk to the reliability of the BPS, the ERO Enterprise disposed of 102 
(49%) as Compliance Exceptions. The Compliance Exception disposition method allows the REs to dispose of 
noncompliance posing a minimal risk efficiently, so that they can focus on noncompliance posing a moderate or 
serious risk to the reliability of the BPS.  
 
The use of various processing methods in Q1 2016 is consistent with prior periods, except for an increase in the 
number of violations disposed of through the Full Notice of Penalty (NOP) disposition method, as shown in Figures 
9 through 11. This increase is due to the filing of three NOPs disposing of 67 minimal risk violations along with 
violations posing a more serious or substantial risk to the reliability of the BPS.8 Use of the NOP was necessary 
because of the aggregated risk of the subject violations, unusual circumstances, and subsequent “above and 
beyond” mitigating activities, the important details of which would not have been adequately conveyed in 
spreadsheet format.  
 
The ERO Enterprise treated the remaining instances of noncompliance posing a minimal risk as FFTs, Spreadsheet 
Notices of Penalty (SNOPs), or Compliance Exceptions based on the underlying facts and circumstances.  
 

                                                           
8 See, e.g. http://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/PUBLIC_FinalFiled_NOC-
2447_Full_NOP_Settlement_REV.pdf.  
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Figure 9: Compliance Exceptions Account for 49% of All Minimal Risk 
Noncompliance Dispositions 

 

 
 

Figure 10: All Noncompliance Processed in Q1 2016 
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Figure 11: Regional Entities’ Use of Disposition Methods  
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2016 Noncompliance Processing Metrics and Trends 
  

ERO Enterprise’s Pre-2015 Caseload 
The ERO Enterprise monitors several measures that relate to the processing of open violations from prior years. 
At the beginning of the year, the total pre-2015 caseload across the ERO Enterprise stood at 532. Several large 
filings during the first months of 2016 led that figure to decline to 344 by the end of Q1 2016, a reduction of 
approximately 35%. The figure below shows the REs’ consolidated federal entity and non-federal entity pre-2015 
caseloads decreasing.  
 

  
 

Figure 12: Pre-2015 Noncompliance in Inventory Declines 
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Average Age of Noncompliance in the ERO Enterprise by Month 
 
The average age of noncompliance continues to fluctuate but remains well below the threshold, as shown in the 
figure below. 
 

  

 

Figure 13: Average Age of Noncompliance in ERO Enterprise’s Inventory 

 
As shown in the following figure, 61% of the ERO Enterprise noncompliance inventory is less than one year old 
and only 12% is over two years old. 
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Figure 14: Age of Noncompliance in ERO Enterprise’s Inventory 
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Regional Consistency Reporting Tool 

 
 

Action 

Information 
 
Background 

The Regional Consistency Reporting Tool assists the ERO Enterprise in its efforts for continuous 
improvement in consistency and day-to-day operations. Reports submitted by industry 
stakeholders are entered directly on a secure server administered by a third-party provider, 
EthicsPoint. The provider is under contract to maintain the anonymity of reporters if 
requested. NERC and the Regional Entities collaborate on solutions to identify issues and post 
progress on the site. 
 
To date, 20 cases have been submitted via the tool. The ERO Enterprise process areas (and 
number of cases) are identified as follows:  

 Compliance Audits (4); 

 Self-Certifications (3); 

 Organization Registrations (3); 

 Mitigation Validations (2); 

 Notices of Penalty and Completions of Enforcement Action (1); 

 CMEP Tools (2); 

 Event Analyses (1); 

 Periodic Data Submittals (1); and 

 Standards (3). 
 
Of the 20 cases, 17 have been addressed through collaboration among NERC and the Regional 
Entities to develop responses that either explain how the inconsistency was addressed or provide 
further information and clarity on the practice in question. Three cases are still under review by 
NERC and Regional Entity working groups. 
 

https://secure.ethicspoint.com/domain/media/en/gui/38901/index.html
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